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Architectural principles

M

FLEXIBILITY

e

STABILITY

a

SECURITY

il

SCALABILITY

Business requires flexibility
from a Digital Workplace
allowing to add new
features to support new
business needs

%]

ZERO DOWNTIME
DEPLOYMENT

A Digital workplace needs
to be stable an provide
responsiveness to
employees

2%
3

INTEGRATION

The system needs to be
ready to be upgraded
without affecting the service
delivered

Integration with Office 365
products and with
customers existing solutions

Access to corporate
information needs to be
secure granting the correct
permissions to employees
and protecting it from
external threafts

it

INFORMATION
ARCHITECHTURE

Support to organize Digital
Workplace based on the
customer organizational

structure

The system needs to be
ready to perform under
optimal conditions in any
present and future usage
scenarios



Design principles

M

FLEXIBILITY

Business requires
flexibility from a
Digital
Workplace
allowing to add
new features to
support new
business needs

“"

FEATURES

I

CUSTOMIZABLE
BRANDING

o

CUSTOM
CARDS

A feature based plug-in
solution to allow to include
new product or customer
functionality

The experience could be
customized without
affecting to the main
product features

Product cards could be
customized to the customer
needs



Design principles

e

STABILITY

A Digital
workplace needs
to be stable an
provide
responsiveness to
employees

CLOUD FIRST

The solution will be delivered
based on reliant cloud
services

Patterns L Practices

SHAREPOINT
PATTERNS & PRACTICES

MOBILE FIRST

OFFICE 365

Solution must be responsive
to allow access from mobile
devices and performs
optimally also in desktop
devices

{.}
&
AUTOMATIC
DEPLOYMENT

Based on Office 365 digital
workplace solution platform
which guarantees the
required stability

A\

AZURE

Based on defined
SharePoint Online patterns
& practices

Solution must allow an
automatic deployment
process to all customers that
does not affect business
conftinuity

Based on MS Azure platform
to host the backend
services



Design principles

&

SECURITY

AN

Access to
corporate
information
OFFICE 365 MICROSOFT ENTRA ID
needs to be
.
~ecure granting Based on Office 365 Based on Microsoft Entra ID
the correct ) . . .
o ; authentication & authentication and
PEMISSIons 1o authorization integrated with Office 365
employees and o
tecting it authenfication &
r ing i
protecting authorization

from external
threats




Design principles

il

SCALABILITY

The system needs
to be ready to
perform under

opftimal
conditions in any
present and
future usage
scenarios

OFFICE 365

A

AZURE

Based on Office 365
scalability

Based on APl Management
& APP Service scalability
features



Design principles

%]

ZERO
DOWNTIME
DEPLOYMENT

The system needs to
be ready to be
upgraded without
affecting the
service delivered

&y

PROVISIONING API

®

VERSIONING

Provisioning API will take
care of the global
deployment process &
communities provisioning

All product components
front-end and back-end will
be versioned and new
version will provide
backward compatibility



Design principles

%
e
INTEGRATION

Integration with
Office 365
products and
with customers
existing solutions

OFFICE 365

‘,¢

LEGACY SYSTEMS

Support for out-of-the-box
Office 365 products

integration (Planner, Teams,

Stream,...)

E]

DISCOVERY CARDS

Support to extend out-of-
the-box Discovery cards
with new actions based on
Office 365 or customer
solutions

Allow customer existing or
new products integration

£

FOLLOW UP CARDS

SMARTACTIONS

Support to extend out-of-
the-box Smart Actions with
new actions based on
Office 365 or customer
solutions

CUSTOMIZABLE
REST API

Support to extend out-of-
the-box Follow up cards
with new items based on
Office 365 or customer
solutions

Support to extend TOGO

API to provide customized

content based on legacy
systems



Design principles

7T

INFORMATION
ARCHITECTURE

Support to organize
Digital Workplace
based on the
customer
organizational
structure

COMMUNITY
BASED

Communities could be
organized hierarchical to
support organization
structure.

I
II
-
CONTEXT BASED
ACCESS

COMMUNITY
HUB

Employees will reach to all
information in the Digital
Workplace based on the
communities where they

belong

Communities will be able o
work as an information hub
based on the hierarchical
organisation






Overview
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Code-free
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Architectural overview

MEMBER

[Person]

A member of the organization (internal or
external) that will collaborate through the

H:‘ DIGITAL WORKPLACE
[SharePoint Online]
Delivers the TOGO Webparts and
extensions and provides the CMS and
DMS capabilities

A

I Subscribe

Deliver

é}\@ WEBHOOKS
[SharePoint Online]
A set of webhook subscriptions that are
used to synch information with the
TOGO SOCIAL DATABASE

Uses

[HTTPS/JSON]
— Ny ____

FAN VLN SOCIAL API

[CH/Azure WebApp]
Provides the services to support all the
TOGO social actions between users and

content

SEARCH API
[C#/Azure WebApp]
Provides the services to support all
TOGO content search operations

VAN

Provides the services to support all
operations with the user profile,
including TOGO audiences

VAN

USER PROFILE API
[C#/Azure WebApp]

ADDONS API
[CH/Azure WebApp]

Provides the services to support all the
management of the TOGO addons that
customize the organization of content

————— -

Uses +

Uses

Uses

/A SOCIAL DATABASE
[Graph APl / Azure Cosmos DB]
Stores all transactional metadata
including social activity

I
I
| A
I
I
I
|
\ 4

SHAREPOINT API

[Software System]

SharePoint API services used to access to
SharePoint Search services, Document

Management and Content Management

platform.

[Azure AP Management]

Manages the API routing support,
versioning and security

————— =

ANALYTICS RAW
[Azure Storage Table]
Stores all activity for analysis

TOGO

[React/SharePoint Framework]
Provides a set of Client Webparts and
Extensions that extends the out of the
box SharePoint Online functionalities

Uses

# [HTTPS/ISON]

TOGO API

/A NOTIFICATION BROADCASTING

[C#/Azure Function]
Generates the user's notifications based on the
pending notifications stored in the queue

I Trigger ?

AN BOT API
[node.js/Express/Azure WebApp]
Provide the required infrastructure to
deliver chatbot services in TOGO and
MS Teams

IA SETUP API
[C#/Azure WebApp]
Provides the services to support all the
TOGO deployment & upgrade
operations

I_s NAVIGATION API
[C#/Azure WebApp]

Provides the services to support all
navigation performed by users,
including the menu and the community
header

ANALYTICS API
[C#/Azure WebApp]
Provides the services to manage raw
analytical data for further processing in
the Data Warehouse

Uses

/A NOTIFICATIONS QUEUE

[Azure Storage Queue]
Stores the notifications witl
user routing

MS GRAPH
[Software System]
Microsoft 365 API used to access to Search
and User services, Content and MS Teams
Management

_——t

SCHEDULER

[ ]
[Timer]

Launch in regular intervals the notification job to
generate notifications mail reminder

|______.__I

Uses

[CH/Azure WebApp]
Provides the services to support all the

|

|

|

|
NOTIFICATIONS API |
|

TOGO notifications to users :
|

|

MARKETPLACE API
[C#/Azure WebApp]
Provides the services to manage the
company's applications that can be
accessed by users

NOTIFICATIONS DATABASE
[Azure Storage Table]
Stores all notifications per user




Architectural overview

®
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S Elnl
MARKETPLACE API

SEARCH API SOCIAL API

Is the microservice in charge

O
N

USER PROFILE API

Is the microservice in charge of maintaining

the user profile information.

BACK END

Is the microservice in
of managing the

Is the microservice in
applications available to

charge of creating all

charge of managing
the social relationships

search center,
users

suggestions and roll up between users and

the contents for TOGO content
dashboards
2 A\
ADDONS API SETUP API NOTIFICATIONS API
Is the microservice in charge

It also includes the management of TOGO
audiences, which allow providing unique
experiences to the needs of each employee

™~
il

ANALYTICS API

Is the microservice in
charge of handling all

NAVIGATION API

Is the microservice in

Is the microservice in

Is the microservice in
of notifying users of new

charge of the
content, users and

charge of the
communities they follow

deployment &

maintenance and
upgrade operations

provisioning of addons
to customize TOGO
contents

charge of managing
the analytical data for

later consumption in the
Data Warehouse

user navigation within

the Digital Workplace,

including the main and
user menu and the
community header



Architectural overview

FRONT END

&

T0GO
WEBPARTS & EXTENSIONS

SharePoint Framework
based client webparts and
extensions that could be
used in modern pages.

Contains the Dashboards,
Quick Links, Sidebar and
other out-of-the-box
components logic

&
T0GO
ADDONS

TOGO Addons extends the
solution behavior providing
custom cards and forms
using a low code approach

CUSTOM CARDS QUICK ACTIONS

=m -=a
— [ —u




Architectural overview

TOGO CORE - ARCHITECTURE DIAGRAM
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Architectural overview

TOGO ANALYTICS - ARCHITECTURE DIAGRAM
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Setup recommendations

App Service Plans. Auto-Scale Recommendations

For productive environments with heavy loads, it is recommended to create a separate app service plan
grouping two app services shown in the previous section.

« Search + Apps Marketplace App Service Plan
« Social + Addons App Service Plan

« Nofifications + Setup App Service Plan

» Navigation + User Profile App Service Plan

« Analytics + Open API App Service Plan

This improves scalability of the different microservices of TOGO solution and increases performance as well
as resilience of the system

Vertical Scaling Recommendations (Scale Up conditions)

For productive environments, we recommend to start by configuring each app service plan having at
least Azure Production P1V3 machines. These machines provide 8GB of RAM memory as well as 195 ACU.



Setup recommendations

Horizontal Scaling Recommendations (Scale Out Conditions)

For productive environments, we recommend to enable Azure auto-scaling within each App Service Plan.

Using this feature, you can use multiple metrics to configure in which conditions app service nodes should
be switched on/off. There are multiple metrics you can use to configure it: App service plan CPU, App
service plan memory, app service thread count, etc.

Based on our experience we recommend to use the maximum CPU Percentage or Thread Count metric on
each service with a default instance count of 2 nodes. It will be necessary to find the values useful in each
case. See the following example of a particular configuration:

Default*  vjmrrAppServicePlanMicro_Profile ° [
Delete warning
o The very last or default recurrence rule cannot be deleted. Instead, you can disable autoscale to turn
off autoscale. The very last or default recurrence rule cannot be deleted. Instead, you can disable autoscale to turn
off autoscale.
Scale based on a metric Scale to a specific instance count . .
Scale mode @ O P ile based on a metric O Scale to a specific instance count
Scale out
Rules out
When vimrrAppServicePlanM...  (Maximum) CpuPercentage = 70 Increase count by 1
Scale-Rule 1 .. (Maximum) Threads > 1500 Increase count by 1
Scalein
. . ) in
When vjmrrappServicePlanM... (Maximum]) CpuPercentage <= ... Decrease count by 1
Scale-Rule 2 (Maximum) Threads <= 1000 Decrease count by 1
+ Add a rule
Instance limits Minimum * (& Maximum * () Default * @ arule
- ‘/| | 4 \/| | 5 i um O Maximum (O Default O
schedule This scale condition is executed when none of the other scale condition(s) match v | ‘ 3 ~ ‘ ‘ 2 ~

‘ schedule 1mis scale condition is executed when none of the other scale condition(s) match







Office 365
 SharePoint Online
- MS Graph
« Planner (Task manageme
« Teams o o
- Stream &..pk;;‘g"‘-. ’

. o

o o’

Azure ’

- API Managen@: 1

.+ App Services

* Azure gégmos DBglF - X
« Storage account Tables
* Storage account Queues
-« Azure Cache for Redis
« Function App

« Microsoft Entra ID







APls Security
o

SECURITY =

How the security is
implemented, and the

HOW IS THE APl SECURED?

AUTHENTICATION ON BEHALF OF

content access could be The APIs uses an Office 365 identity
controlled with TOGO token to create a token on behalf of to
access securely to Office 365
information

/A

OFFICE 365 MICROSOFT ENTRA ID
Based on Office 365 Based on Microsoft Entra ID
authentication & authentication and integrated
authorization and with Office 365 authentication

role-based access & authorization







Addons

Y WHAT CAN | DO WITH APPLICATIONS?

V= —
-3 —  —
o— W ——

ADDONS | = leed L= s

CUSTOM FORMS CUSTOM CARDS CUSTOM CONTENT TYPES
A set of components that
extends TOGO client-side Create new Quick actions Create new card design or Create new content types
functionality with custom behavior replace existing cards with a and provide forms and card
customized version designs for a convenient

integration with MS Teams

LOW CODE CUSTOM DEVELOPMENT
JSON TYPESCRIPT REACT
Use JSON parametrization to Typed superset of JavaScript A JavaScript library for
create custom content that compiles in plain building user interfaces

fypes, cards and forms. JavaScript based on components







Monitoring M365

For monitoring Microsoft 365 we have the following bunch of tools:
Microsoft 365 Service Health

M365 service health is a page included in M365 admin center where admin users can check the status
of Office web services. Find detailed information in the following Microsoft documentation

https://docs.microsoft.com/en-us/microsoft-365/enterprise/view-service-health?view=0365-worldwide

Microsoft 365 alerts and nofifications

It is possible to add and configure alerts within M365 service health platform. It is very useful so that
certain users can get notified in case there is any problem on Office services without the need of
checking it periodically in Service Health page.

The following links have detailed information on this capability and how to configure it:

https://docs.microsoft.com/en-us/microsoft-365/admin/manage/message-center?preserve-view=true&view=0365-
worldwide#fpreferences

https://vmlabblog.com/2020/06/how-to-microsoft-365-services-health-email-notifications



https://docs.microsoft.com/en-us/microsoft-365/enterprise/view-service-health?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/admin/manage/message-center?preserve-view=true&view=o365-worldwide#preferences
https://docs.microsoft.com/en-us/microsoft-365/admin/manage/message-center?preserve-view=true&view=o365-worldwide#preferences
https://vmlabblog.com/2020/06/how-to-microsoft-365-services-health-email-notifications

Monitoring Azure

For monitoring Azure services, we have the following bunch of tools:
Azure Service Health

Like M365, we have Azure service health. The tool let admin users to check the general status of their
cloud resources. For detailed information check the following Microsoft documentation:

https://docs.microsoft.com/en-us/azure/service-health/overview

Azure alerts and notifications

You can set up alerts and email notifications for your Azure cloud service. Check the following link on
how to create and configure them:

https://docs.microsoft.com/en-us/azure/service-health/alerts-activity-log-service-notifications-portal

Monitoring

There is a section within Azure portal called “Monitor”. It centralizes all the functionalities for monitoring
your cloud services.


https://docs.microsoft.com/en-us/azure/service-health/overview
https://docs.microsoft.com/en-us/azure/service-health/alerts-activity-log-service-notifications-portal

Monitoring Azure

Resource Monitoring

For each cloud service there is a section called “Monitoring” which includes different capabilities to
check the service and its performance

Monitoring

@ Insights

N Alerts

41 Metrics

‘ Workbooks

E Diagnostic settings

=P Logs

« Insights: Application insights is the main tool for checking App services performance and failures.
Here TOGO API calls are registered, and it is possible to see response times, failures, etc.

* Metrics: Metrics provide a high-level view of the app service performance such us CPU, memory
usage, thread count, etc. It is useful to see if any app service node is having performance issues

« Alerts: Possibility to define alerts to see in real time when a resource is having any problem



Monitoring Azure

To monitor all TOGO cloud services, just access to the TOGO resources group within Azure and click on
the associated Application Insights.

(%) 2 %o

Grupo de recursos

I»“ Buscar (Ctrl+/) + Crear ¢33 Administrarvista »» [8] Eliminar grupo derecursos () Actualizar & ExportaraCsv %5 Abrir consulta

(4 Informacion general = A Informacion esencial
W Registro de actividad Suscripcion (mover) : Implementaciones : § Correcta
8 Control de acceso (AM) Id. de suscripcién  : 73e0ed1e-dfa2-451c-bSd1-4577e7a53762 Ubicacién : North Europe
@ ctiquetas Etiquetas (edita)  : AppID:N/A  Availability : Ad-Critical  Cluster:N/A  Company : Corporacién  C iance : GDPR  Confidentiality : C2-F
.:. Visualizador de recursos
§ Eveitos Recursos  Recomendaciones
Configuracion ——————————— ) . o . 3
l Filtrar por cualquierca.. | Tipo esigual 3 todo X Ubicacién es igual 2 todo X 7 Agregar filtro
& implementaciones -
Mostrando de 12 34 de 34 registros. [_] Mostrar tipos ocultos @ sin
Q seguridad
B Directivas [ Nombre *y Tipo *
e ——
I Propiedades
D @ App Service
Bloqueos 3
B sloque O®: App Service
Administracion de costos I Oe: Application Insights I

Here there are different relevant reports as "Requests with errors" or "Server time response"”, deeping
inside theses it's possible to analyze what specific endpoint or cloud service is failing.



Monitoring Azure

Home >

) Monitor | Overview -

Microsoft
[0 search (cut+n | «  Overview Tutorials  What's new
Overview = f
® Insights
Activity lo Use curated monitoring views for specific Azure resources. View all insights _ . . .
vios EEE®) cipiorador ) | ((Hora local: Ultimos 7 dias ) ((Roles = Todos ) @ » Seleccione una operacién de ejer
H Alerts Filtrado en
@ Application insights & Container Insighi Operaciones Dependencias Excepciones Roles Nombre de la operaci
Wi Metrics < - POST Content...
. Monitor your app’s availability, performance, Gain visibility into the pe o o icitudes can error * I POST Contents/Search client_Type ¢ Exito == false
& Logs errers, and usage. your controllers, nodes,
- con cédigo de respuesta 400
P Service Health . . 3 cadigos de respuesta principales COUNT  FILTERING
 View ‘- More B View -+ More £l muestreo esth activo para a telemetris. Esto
& Workbooks N 400 S © 31k reduce ol namer telemetria
que se ven aqui
500 1 100
Insights @ Network Insights I3 sugeridos
o N | Recuento ge solicitudes v ez g2ant
@ Applications View the health and metrics for all deployed o POST Contents/Search
network resources. ~\ ~ - — ~ . ) Duracién: 314 s Cédigo de respuesta: 400
5 virtual Machines o - 3 tipos de excepcidn principales COUNT  FILTERING
g vieg <o 10 som 11 n 12 mar 13
= Storage accounts
jueg vied 58510 dom 11 lun 12 mar13 Todos DS”EPS"D'S Only | Relevancia v
b Containers
' 7/8/2022, 8341
@ Networks Detection, triage, and diagnosis Selsccionar operacion [0 suscaroar e demerees ] FoeT S, e 2
B uracion: 314 5 Codigo de respuesta:
Visualize, analyze, and respond to monitoring data and events. Learn more about mon )
. . NOMBRE DE OPERACIGN RECUENTO (CONE...'4 RECUENTO': () ANC.. ) ) 7/9/2022, 15:14:55
& SQL (preview) R 3 dependencias con error principales COUNT  FILTERING POST Contents/Search >
2 pgure = — General 44.04k - mure blob f— I Duracién: 30.9 s Codigo de respuesta: 400
GET Notification/GetCount 182k - mure table - o 7/9/2022, 16:44:00
? Keyva “lar . N POST Contents/Search
N i Mostrar datos del ultimo penodo de: GET Social/lsCommentsVisible 927k ‘75 248K HTTP - [ Duracién: 30.2 s Cédigo de respuesta: 400 2
W Azure! . ialoarisi ‘ :
: : (GET Social/lsSocialbarVisibl 866k 7412 8/9/2022, 0:20:16
30 minutos 1 hora 6 horas 12 horas 1dia 3 dias 7 di oclellsSocizloartisible 2007 ContentesSearch 5
A Azurel I POST Contents/Search 241k ‘7830& Duracién: 31.1 s Cédigo de respuesta: 400
Solicitudes con errores ﬁ Tiempo de respuesta del servidor # Solicitudes de servidor ﬁ
15k 1.5 500k
400k
10k 1s
300k
200k
Sk 500ms
100k
0 Oms 0
7 sept 9 sept 11 sept UTC+02:00 7 sept 9 sept 11 sept UTC+02:00 7 sept 9 sept 11 sept UTC+02:00
Failed requests (Recuento) Server response time (Promedio) SMm:p.leﬁs(Rs:usm)

44,62, 851,63 6,57




Monitoring TOGO Analytie

TOGO Analytics Pipeline alerts

It is possible to set alerts in Azure Data Factory pipelines which are used in TOGO Analytics. You can
define any alerts to have mail notifications when any pipeline or trigger has run incorrectly or with errors.

Check the following link to have more detailed information:

https://azure.microsoft.com/en-us/blog/create-alerts-to-proactively-monitor-your-data-factory-pipelines/

Dashboards  Fipeline Runs  Trigger Runs  Integration Runtimes | Alerts & Metrics
7 Refresh ilii Metrics | Mew Alert Rule

ALERT ENABLED RESOURCE TYPE RESOURCES ACTIONS

AlertallPipelines @ o Activity P |


https://azure.microsoft.com/en-us/blog/create-alerts-to-proactively-monitor-your-data-factory-pipelines/

NTTDaTa

nttdata.com
Consulting, IT & Outsourcing Professional Services
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